












 COLLEGE SAGA 
plantation campaign we came together to nurture 
our surroundings and create a greener tomorrow.  

 

 

Hostel 

Gapati Mahotsav  

The hostel students celebrated Ganesh  
Mahostav with devotion and rituals. Students of 
boys' hostel and girls hostel planned and arranged 
for the entire festival in September. They 
maintained cleanliness along with decoration, 
procession, daily aarti and distribution of prasad 
systematically.  

 

JanmasthamI Mahotsav 

The hostel celebration has its own charm. 
Life is full of activities throughout the year.  
Jansmasthami celebration in August is one such 
event where entire college is eager to celebrate. 

The dahi handi ceremony and garba elevate the 
festive moods among the students. 

 

Ek Tarikh Ek Ghanta 

Under the "Ek tarikh Ek Ghnata" campaign a 
cleanliness drive was observed in the campus 
wherein various programs were executed 
across the campus to show commitment towards 
the initiative.  The events were organized during 
August 2023 on the campus.  

 
 
 



 DEPARTMENT SPOTLIGHT 
Applied Mechanics & Civil 
Engineering Department 

Technical Visit of PEB Manufacturing 
plant Arcedges Building India LLP 

On 19/08/2023, the Applied Mechanics 
Department organized a technical visit to the Pre-
Engineered Building (PEB) manufacturing plant of 
Arcedges Building India LLP. The visit aimed to 
provide students with practical insights into PEB 
manufacturing processes and enhance their 
understanding of structural engineering 
applications in real-world settings. The primary 
objective of the technical visit was to familiarize 
students with PEB manufacturing operations and 
technologies. By observing firsthand, the 
processes involved in PEB fabrication, students 
were expected to augment their theoretical 
knowledge with practical experience, thereby 
strengthening their understanding of applied 
mechanics and structural engineering principles. 
A total of 70 students from various academic years 
participated in the technical visit, accompanied by 
faculty members. Prof. A. J. Patel served as the 
coordinator for the visit, overseeing the 
arrangements and facilitating interactions 
between students and industry professionals. We 
extend our sincere gratitude to Arcedges Building 
India LLP for graciously hosting the technical visit 
and for their insightful presentations and 
demonstrations. 

 

 

Workshop on concrete mix design 

On 02/09/ 2023, Applied Mechanics Department 
organized a one-day workshop on concrete mix 
design in collaboration with Ambuja Cement. The 
workshop was specifically tailored for civil 
engineering students, aiming to provide them with 
comprehensive knowledge and practical insights 
into the process of designing concrete mixes for 
various construction applications. The workshop 
began with an introduction to the materials used in 
concrete. Mr. Hitesh Barot explained the 
properties of cement, fine aggregate, coarse 
aggregate, and water. He also discussed the 
importance of using quality materials in concrete 
mix design. 



 DEPARTMENT SPOTLIGHT 
The next session was on sieve analysis of fine and 
coarse aggregate. Mr. Talib Kathiriya explained the 
purpose of sieve analysis and how to conduct it.   
 

The final session was on concrete mix design using 
IS code and Ambuja method. Mr. Barot explained 
the steps involved in concrete mix design, such as 
selecting the materials, calculating the 
proportions, and testing the mix. He also 
discussed the advantages of the IS code and 
Ambuja method. The workshop was coordinated 
by Prof. A. J. Patel and Prof. B. A. Vyas. It was a 
valuable learning experience for the students. They 
learned about the different materials used in 
concrete, how to design concrete mix, and how to 
conduct sieve analysis. They also got to interact 
with experienced engineers and learn from their 
insights. 

 

A session on Use of Excel in the field of 
design of structures 

On 5/09/2023, an informative session on the use of 
Microsoft Excel in the field of structural design was 
conducted by Prof. A. J. Patel. The session aimed 
to familiarize participants with the practical 
applications of Excel and its macros in structural 

engineering, particularly in the analysis and design 
of various structural components. 

 

Quiz competition on concrete 
technology 

A Quiz competition was arranged on concrete mix 
design to verify the involvement of students on 
5/09/2023. Five winners were declared and token 
cash prize was given to Tiwari Sandeep Rajnath 
(1st), Patel Pinakinkumar Vinodbhai (1st), Chauhan 
Ravindrasinh Kanubhai (2nd), Chauhan Rahulsinh 
Khodsinh (3rd), Limbachiya Prathamkumar 
Satyamkumar (3rd ). 

 







 DEPARTMENT SPOTLIGHT 

 

Electrical Engineering Department 

GEM Portal awareness 

An awareness program was organized on 
8/08/2023, at Dr. Abdul Kalam seminar hall, EED 
building, wherein, Prof. M. J. Patel demonstrated 
and discussed purchase process to be followed on 
the GEM portal. All faculty members from the 
department found this session very informative 
and useful for the GEM purchase. 

 

 

Pre Hackthon screening 

This event was organized on 27/09/2023 at Dr. 
Kalam Hall, EED. Prof. H. S. Pandya coordinated 
this screening round for National level hackathon 
participation, under SSIP Cell and under G20 
activities. 35 students participated with great 
enthusiasm and 5 teams were shortlisted. Prof. V. 
J. Upadhyay and Prof. U. L. Makwana evaluated the 
team presentation and appropriate remarks were 
given for further improvement. 

 

 



 DEPARTMENT SPOTLIGHT 
POC screening 

Proof of concepts screening round was organized 
on 29/09/2023 at Dr. Kalam Hall under SSIP Cell 
and G20 activities. Prof. H. S. Pandya coordinated 
the event. The evaluation was done by Prof. S. S. 
Singh, Prof. V. J. Upadhyay and Prof. K. K. Bhatt by 
interactive conversation. Total 20 students had 
participated from which four teams were selected 
for SSIP 2.0 grant. 

 

Vibrant Gujarat and Viksit Bharat 
Awareness 

This event was organized and coordinated by Prof. 
N. V. Upadhay on 28/12/2023 at Dr. Kalam Hall, 
under SSIP Cell. Total 42 students have 
participated, they were informed about different 
events to be held and procedure to apply for the 
events under vibrant Gujarat 2024. All the students 
present have applied to Viksit Bharat and other 
events in their interest areas. 

 

Introduction to Elective Subjects 

An online session was organized on 5/08/2023. 
Prof. N. V. Upadhay and Prof. T. A. Chaoudhary 
coordinated the event. Faculty members/ subject 
coordinators explained about respective subject   
details and their course content. They also 
informed about how the subjects will contribute to 
develop a particular skill or enhance their 
employability. Total 30 students had actively 
participated and gained insights. 



 DEPARTMENT SPOTLIGHT 

 

 

Placement Opportunity in Smart Grid  

Prof. H. S. Pandya and Prof. D. U. Thakar 
coordinated this online webinar session on 
5/08/2023 under G20. The students were 
introduced to the various trends and technologies 
that are being developed in smart power grid 
ecosystem. 30 students and few  faculty members 
participated. 

 

Summer Internship Expo  

An internship expo for 7th semester was organized 
on 22/08/2023 in Dr. Kalam Hall under G20. It was 
coordinated by Prof. D. U. Thakar.  These enriching 
interactive sessions were conducted by Prof. V. J. 
Upadhyay and Prof. D. U. Thaker to explore 
internship experience gained by students.  

 

Effective Technical Documentation and 
Presentation 

To create awareness among 7th semester students 
department had organized an expert talk on 
21/08/2023. The key speaker Prof. D. U. Thakar 
elaborated on report writing, different mistakes 
made in presentation, plagiarism caught in the 
documentation, and how to avoid them. At the end 
of the session, the doubts regarding the above 
were cleared. By attending this informative 
session, 36 students who participated were greatly 
benefited.  It enhanced their clarity and knowledge 
in report writing.   



 DEPARTMENT SPOTLIGHT 

 

Visit to Veer Electronics  

With a view to provide industrial exposure, a visit to 
Veer Electronics was organized on 17/09/2023. 21 
students were accompanied by   Prof. V. J. 
Upadhyay and Prof. N. V. Upadhyay.  They have 
seen industrial processes and production line of 
electronics devices and embedded systems. At 
the end, detailed interaction with the industrial 
personnel made the visit fruitful in connecting dots 
between classroom teaching and real-world 
engineering. 

 

Visit to iACE  

As part of regular co-curricular activity to enhance 
teaching learning process, a visit was organized by 
Prof. U. L. Makwana to iACE on 17/09/2023. The 
visit provided exposure to 21 students about 
industrial processes and production line followed 
at the industry. They also had interactive 
conversation with the industry representative. 

 



 DEPARTMENT SPOTLIGHT 
Expert Lecture on Application of PLC and 
SCADA 

Shri Praful Neve, Director, Prolific Systems and 
Technology, Ahmedabad, and his team delivered 
an interactive expert lecture on 22/09/2024.  This 
talk was followed by a workshop to provide hands-
on-skill to the 27 participating students. This 
experience was found enriching the teaching-
learning in the field of industrial instrumentation 
and control. 

 

Teacher's day Celebration 

This celebration was organized by the students on 
5/09/2023. It had various fun games for students 
as well as faculty members and it culminated   by 
the Garba event. At the end of day, student 
representatives presented token of appreciation in 
the form of mementos to their beloved faculty 
members. The event was enjoyed fully by all the 
participating students and faculty members. Also, 
the activities planned by students were thoroughly 
fruitful in enhancing student-faculty and inter 
faculty coordination and bond. 

 

Computer Engineering & 
Information Technology 
Department 

GDSC Info Session 

To create awareness of GDSC (Google Developer 
Student Clubs) many activities are running at our 
institute. The team members here teach each 
other about Machine Learning, Android app 
development, Google Cloud, Flutter, and other 
exciting technologies. The club also hosts  events, 
inviting guest speakers, and organizing  
hackathons. Around 170 students of various 
branches have attended the session organized on 
24/08/2023. 





 DEPARTMENT SPOTLIGHT 

 

Mechanical & Automobile 
Engineering Department 

Advancement in welding technology 

This seminar organized on 21/08/2023 provided 
insightful information regarding developments in 
welding. It was delivered by Dr. Vishwesh Badheka, 
IWE, Ph.D., Professor and Dean (Academic 
Affairs), Department of Mechanical and 
Automobile Engineering, School of Technology, 
PDEU. Over 90 students engaged with the speaker 
and actively participated in the session. 

 

 

Institute visit at PDEU, Gandhinagar 

Mechanical & Automobile engineering students of 
semester 7 visited the PDEU on 22/10/2023.  It was 
coordinated by Prof. P. M. Mistri, Dr. B. C. Khatri 
and Prof. R. B. Shah. The entire show at PDEU was 
handled by Dr. Vishwesh Badheka. The students 
gained in depth practical knowledge about the 
conventional and metal 3-D printing process and 
types of welding processes.  After that   Innovation 
Lab of PDEU and  1 MW Solar Power Plant was 
explored. This visit was extremely fruitful for the 
students as they availed the technical knowledge 
regarding prevalent trends in the field. 

 

 

 







 PARTICIPATION AND ACHIEVEMENTS 

PARTICIPATIONS 

Applied Mechanics & Civil Engineering 
Department 
Prof. A. J. Patel has participated in NPTEL-AICTE 
faculty development program on Geotechnical 
Engineering Laboratory during August 2023 organized 
by SWAYAM NPTEL.  

Prof. A. J. Patel  has participated in NPTEL-AICTE 
faculty development program on Design Of 
Reinforced Concrete Structures during October 
2023 organized by SWAYAM NPTEL.  

Prof. M. M. Bhunga  has participated in NPTEL-AICTE 
faculty development program on Geosynthetics and 
Reinforced Soil Structures during August 2023  
organized by SWAYAM NPTEL.  

Prof. M. M. Bhunga  has participated in NPTEL-AICTE 
faculty development program on Subsurface 
Exploration : Importance and Techniques Involved 
during October 2023 organized by SWAYAM NPTEL.  

Prof. V. R. Gor has participated in NPTEL-AICTE 
faculty development program on Geographic 
Information System during October 2023 organized 
by SWAYAM NPTEL.  

Prof. V. R. Gor has participated in NPTEL-AICTE 
faculty development program on Natural resources 
Management during October 2023 organized by 
SWAYAM NPTEL.  

   

Electronics & Communication 
Department 
Prof. N. D. Patel has participated in NPTEL-AICTE 
faculty development program on Soft Skills during 
October 2023 organized by SWAYAM NPTEL.  

Prof. N. D. Patel has participated in NPTEL-AICTE 
faculty development program on Principles and 
Techniques of Modern Radar Systems during  October 
2023 organized by SWAYAM NPTEL.  

Prof. S. H. Mansuri has participated in NPTEL-AICTE 
faculty development program on The Joy of Computing 
using Python during  October 2023 organized by 
SWAYAM NPTEL.  

Prof. S. H. Mansuri has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during  October 2023 organized by SWAYAM NPTEL.  

Prof. K. R. Patel has participated in NPTEL-AICTE 
faculty development program on Education 
Leadership during  October 2023 organized by 
SWAYAM NPTEL.  

Prof. K. R. Patel has participated in NPTEL-AICTE 
faculty development program on The Science of 
happiness and Wellbeing during  October 2023 
organized by SWAYAM NPTEL.  

Prof. B. A. Brahmbhatt has participated in NPTEL-
AICTE faculty development program on The Joy of 
Computing using Python during  October 2023 
organized by SWAYAM NPTEL.  

Prof. B. A. Brahmbhatt has participated in NPTEL-
AICTE faculty development program on Public 
Speaking during  October 2023 organized by SWAYAM 
NPTEL.  

Prof. P. V. Patel has participated in NPTEL-AICTE 
faculty development program on The Joy of Computing 
using Python during  October 2023 organized by 
SWAYAM NPTEL.  

Prof. P. V. Patel has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during  October 2023 organized by SWAYAM NPTEL.  

 



 PARTICIPATION AND ACHIEVEMENTS 
Prof. P. V. Patel has participated in ATAL faculty 
development program on silicon chip design from 
circuits to system during 18/12/2023 to 23/12/2023 
organized by SCET Surat.  

Prof. P. V. Patel has participated Gujarat fab training 
teach the trainer on semiconductor technology & 
manufacturing with hand on training during 6/11/2023 
to 10/11/2023 organized by IIT Bombay.  

Prof. M. S. Chauhan has participated in faculty 
development program on Inculcating Universal 
Human Values in Technical Education during 
29/05/2023 to 02/06/2023 organized by AICTE.  

 

Electrical Engineering Department 
Prof. V. J. Upadhyay has participated in faculty 
development program on Automotive Systems with 
Sensor during 30/10/2023 to 3/11/2023 at iACE, 
Gandhinagar. 

Prof. N. V. Upadhyay has participated in NPTEL-
AICTE faculty development program on Public 
Speaking during October 2023 organized by SWAYAM 
NPTEL. 

Prof. K. K. Bhatt has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during October 2023 organized by SWAYAM NPTEL. 

Prof. K. K. Bhatt has participated in faculty 
development program on Role of AI in power system 
protection during 16/10/2023 to 21/10/2023 at L. D. 
College of Engineering. 

Prof. K. K. Bhatt has participated in faculty 
development program on Emerging Trends & Practices 
in Optimization and Sustainable Technology during 
20/11/2023 to 01/12/2023 at L. D. College of 
Engineering. 

Prof. T. A. Chaudhari has participated in NPTEL-
AICTE faculty development program on Public 
Speaking during October 2023 organized by SWAYAM 
NPTEL. 

Prof. C. K. Baria has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during October 2023 organized by SWAYAM NPTEL. 

Prof. S. V. Bankar has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during October 2023 organized by SWAYAM NPTEL. 

Prof. S. V. Bankar has participated in faculty 
development program on Emerging Trends & Practices 
in Optimization and Sustainable Technology during 
20/11/2023 to 01/12/2023 at L. D. College of 
Engineering. 

Prof. J. B. Pujara has participated in faculty 
development program on Emerging Trends & Practices 
in Optimization and Sustainable Technology during 
20/11/2023 to 01/12/2023 at L. D. College of 
Engineering. 

Prof. D. U. Thakar has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during October 2023 organized by SWAYAM NPTEL. 

Prof. D. U. Thakar has participated in Induction Phase 
2 during 11/09/2023            to 22/09/2023 organized 
by NITTTR, Bhopal. 

Prof. H. S. Pandya has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during October 2023 organized by SWAYAM NPTEL. 

Prof. H. S. Pandya has participated in Induction Phase 
2 during 11/09/2023 to 22/09/2023 organized by 
NITTTR, Bhopal. 

Prof. U. L. Makwana has participated in faculty 
development program on Role of AI in power system 
protection during 16/10/2023 to 21/10/2023 at L. D. 
College of Engineering. 



 PARTICIPATION AND ACHIEVEMENTS 
Prof. T. P. Shah has participated in faculty 
development program on Alternate fuel and electric 
vehicle during 18/12/2023 to 23/12/2023 at L. D. 
College of Engineering. 

 

Computer Engineering & Information 
Technology Department 
Prof. A. K. Dodiya has participated in NPTEL-AICTE 
faculty development program on The Joy of Computing 
using Python during  October 2023 organized by 
SWAYAM NPTEL.  

Prof. H. R. Patel has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during  October 2023 organized by SWAYAM NPTEL.  

Prof. M. M. Goyani has participated in NPTEL-AICTE 
faculty development program on The Joy of Computing 
using Python during  October 2023 organized by 
SWAYAM NPTEL.  

Prof. M. M. Goyani has participated in NPTEL-AICTE 
faculty development program on Introduction to 
Algorithms and Analysis during  October 2023 
organized by SWAYAM NPTEL.  

Prof. P. S. Modi has participated in Induction Phase 2 
during 11/09/23 to 22/09/23 organized by 
NITTTR, Bhopal. 

 

Mechanical & Automobile Engineering 
Department 
Prof. P. M. Mistri has participated in NPTEL-AICTE 
faculty development program on Solar Energy 
Engineering And Technology during  October 2023 
organized by SWAYAM NPTEL.  

Prof. P. M. Mistri has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during  October 2023 organized by SWAYAM NPTEL.  

Prof. P. M. Mistri has participated in 59th faculty 
development program on Design Engineering (Level 1) 
during 17/10/2023 to 21/10/2023 organized by GTU- 
IDEALAB. 

Prof. H. I. Chaudhari has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during  October 2023 organized by SWAYAM NPTEL.  

Prof. M. G. Patel has participated in NPTEL-AICTE 
faculty development program on Solar Energy 
Engineering And Technology during  October 2023 
organized by SWAYAM NPTEL.  

Prof. M. G. Patel has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during  October 2023 organized by SWAYAM NPTEL.  

Prof. V. J. Chauhan has participated in NPTEL-AICTE 
faculty development program on Solar Energy 
Engineering And Technology during  October 2023 
organized by SWAYAM NPTEL.  

Prof. V. J. Chauhan has participated in NPTEL-AICTE 
faculty development program on Public Speaking 
during  October 2023 organized by SWAYAM NPTEL.  

Prof. V. J. Chauhan has participated in Train the 
Trainer Program - Automotive System with Sensors 
during 30/10/2023 to 03/11/2023 at International 
Automobile Centre of Excellence (iACE).  

Prof. J. C. Gamit has participated in NPTEL-AICTE 
faculty development program on Solar Energy 
Engineering And Technology during  October 2023 
organized by SWAYAM NPTEL. 

Prof. J. C. Gamit has participated in Train the Trainer 
Program - Automotive System with Sensors during 
30/10/2023 to 03/11/2023 at International 
Automobile Centre of Excellence (iACE).  





 PARTICIPATION AND ACHIEVEMENTS 

FACULTY ACHIEVEMENTS 
Prof. N G Raval from civil engineering department is 
Awarded in Peer-Reviewing for outstanding 
contribution to the quality of book for B. P. 
International, Kolkata, in the field of transportation 
Engineering. 

Prof. V. R. Gor from civil engineering department is 
recognized as course topper in MOOC course Natural 
resource Management on 28/10/2023 hosted by IIT 
Guwahati. 

Prof. A. J. Patel from applied mechanics department 
is recognized as course topper in MOOC course 
Design of Reinforced Concrete Structures on 
28/10/2023 hosted by IIT Kharagpur. 

Prof. M. M. Bhunga from applied mechanics 
department is recognized as course topper in MOOC 
course Geosynthetics and Reinforced Soil Structures. 

Prof. N. D. Patel from electronics and communication 
department is recognized as course topper in MOOC 
course Soft Skills course on. 

Prof. J. A. Vadher from the Mechanical Engineering 
Department guided Dr. Anand Patel in completing his 
Doctor of Philosophy (Ph.D.) from June to December 
2023. 

STUDENT ACHIEVEMENTS 
Winner of IBM's Skillsbuild program: 

Smit S. Patel (Team Leader) (200160116011), Ved B. 
Panchal (200160116002), Aditya S. Shinde 
(200160116039), Utsav H. Pandya (200160116016) 
and Kajal S. Tiwari (200160116027) from CE/IT 
department   participated in IBM's Skillsbuild program 
in front-end web development internship. More than 
100 teams actively participated on 10/10/2023 from 
all over India.  A single-point platform for college 

students to order their snacks without waiting in a long 
queue application named "Order Your Snacks" was 
presented. They were selected into the best top 9 
teams for PITCH NIGHT and secured 1st rank among 
selected top 9 teams with excellent performance and 
best execution of the project. 

 

Goswami Paavangiri Pragneshgiri (210160111003) 
of Electronics and Communication Engineering 
department Secured 1st prize in Javelin Throw 
competition in Inter Zonal GTU Tournament on 
6/11/2023. 

 

 



 

 

FORTHCOMING EVENTS 
Republic Day Celebration January 2024 

Institute will celebrate Republic Day Celebration on 
26th January 2024. 

 

ENCOMAA Souvenir 2024 launching in February 
2024 

The launching event of the Souvenir - 2024 will be 
organized by the ENCOMAA team. 

 

Aarambh 2.0 Sports Week in February 2024 

Institute level sports week for various sports activities 
such as Table tennis, carrom, badminton etc. will be 
arranged in February 2024. 

 

Sudo 2024 in February 2024 

CE/IT department will organize a technical event sudo 
2024 in February 2024. 

 

 

Expert talk on IPR in February 2024 

Expert talk on Intellectual Property Rights (IPR) will be 
arranged by the Applied Mechanics Department under 
SSIP 2.0.  

 

 

Expert talk on STAAD Pro in March 2024 

Use of STAAD pro to design a building, demonstration 
and Handson session for elective subject DRCS will be 
arranged by the Applied Mechanics Department. 

 

Site Visit in March 2024  

Site visit to understand reinforcement detailing at site 
for 6th semester students will be arranged by the 
Applied Mechanics Department. 

 

Industrial Visit in February 2024 

Electrical Engineering department will organize 
Industrial Visit to AREDI substation, VEER electronics 
and Madhur Dairy  for 4th and 6th semester students 
in February 2024. 

 

AISaksham Program in February 2024 

Aligning with the market trend and future job required 
skills, Edunet Foundation, with support from Microsoft 
Corporation India Pvt. Ltd. and Tata Consultancy 
Services., launched the AISaksham Program, for 
enabling, empowering, and accelerating young 
learners from underserved communities or 
backgrounds towards technology careers.  CE/IT 
department will host AISaksham Program. 

 

Orientation of IBM Skills Build Program in February 
2024 

IBM SkillsBuild is a free skill building program offering 
college students access to 85,000 courses and 
masterclasses across diverse fields. Developed by 
IBM, it provides comprehensive skill development, 
fostering professional growth and enhancing 







 TRENDING TECH TALKS 
Cyber Security Trends and Predictions for 2024 

As the year 2024 begins, analysts and thought leaders in the cyber security industry are sharing 
their insights into the upcoming trends and predictions. This past year witnessed a surge in 
ransomware attacks, evolving into double and triple extortion efforts, while the spotlight also 
shifted towards AI and machine learning, particularly with the introduction of generative AI. Here 
are nine cyber security trends and predictions for 2024 to keep on your radar: 

1. Surge in Zero-Day Vulnerabilities in Extortion Attacks  

Security experts anticipate an increase in the use of zero-day vulnerabilities by attackers in 
extortion attempts. By exploiting a single vulnerability across multiple organizations, as 
observed in the Move It Transfer attacks, malicious actors can target numerous victims within a 
single campaign, causing damage before the tactics become widely known. 

2. Generative AI Impacting Email Security  

Generative AI, a highlight of 2023, is expected to influence organizations from a threat 
perspective. Attackers may further integrate generative AI into social engineering campaigns, 
using large language models to impersonate high-level decision-makers. Combatting this threat 
requires organizations to focus on employee awareness training and strengthen overall security 
measures. 

3. Rise of Passwordless Authentication  

After years of anticipation, 2024 might witness the widespread adoption of passwordless 
authentication, with biometrics, especially fingerprint and facial scanning, emerging as the 
dominant modalities. Biometrics is considered more secure against attacks and fraud 
compared to traditional methods like SMS or email-based one-time passcodes. 

4. Increased Embrace of Identity Verification  

As AI capabilities improve, organizations are anticipated to embrace identity verification more 
widely in 2024. This will be crucial for ensuring the authenticity of employees, partners, and 
customers during account onboarding, utilizing technologies that compare photographs and 
information to government documents. 

5. Growth in Proactive Security Investments  

Organizations are advised to invest in proactive security tools and technologies in 2024 to better 
detect vulnerabilities and security gaps. Proactive security measures include risk-based 
vulnerability management, attack surface management, security posture tools, and validation 
of security controls through activities like penetration testing and red teaming. 

6. Stringent Regulations for Connected and Embedded Devices  

The increasing adoption of IoT devices may prompt more regulatory scrutiny in 2024, especially 
concerning security measures on embedded devices. Governments and regulatory bodies are 
expected to develop comprehensive frameworks, enforcing cybersecurity-by-design standards 
to address the growing sophistication of attackers. 



 TRENDING TECH TALKS 
7. Continued Challenges in Third -Party Security  

Security challenges related to third-party vendors and partners are anticipated to persist. 
Attackers are increasingly targeting third parties with potentially weaker security 
infrastructures, creating lucrative opportunities to compromise larger organizations. 
Establishing security checklists and requiring third-party security evaluations are 
recommended strategies for organizations concerned about third-party security. 

As organizations gear up for 2024, these trends highlight the evolving landscape of cyber security 
and the need for proactive measures to counter emerging threats. 

- Prof. P. S. Modi, Information Technology  Department.
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